Sichere E-Mails — nur ein Mythos? . '
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Was gegen E-Mail-Angriffe hIft

Technische Barrieren Menschliche Barrieren

O E-Mail Gateway O Schulung

O Virenscanner O User Awareness Training
O EDR-Tools O Passwort-Hygiene

O Multifaktor-Authentifizierung













| ™ -

Was wollen Admins

w\‘u | |

U \.| Geflhlte und tatsachliche Sicherheit

f' *; .;q Transparente Verwaltung von E-Mails

F’jl L.‘A!’( Granulare Kontrolle Uber Einstellungen

."‘il '| m Technologie auf dem aktuellsten Stand der Technik
| . . :

..:‘ }/ Reporting und Nachvollziehbarkeit
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Vorteile in der Cloud —

I Keine Downtime durch Updates

Extrem schnelle Updatezyklen

| Hohe Skalierbarkeit

{ Kalkulierbare Kosten auf Benutzerbasis

Geringer Betriebsaufwand




Wer ist Mimecast

Anbieter von E-Mail-Sicherheits-Losungen

Cloud-Only seit 2003

Hauptsitze in Stdafrika und UK
2000+ Mitarbeiter weltweit

mimecast
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Contextual warnings

©2022 Mimecast. All Rights Reserved.

Generic Email Warning

Document for Upcoming Project

Andrews, Alex
To: You, Robert Evans, Mary Hughes, ...

[EXTERNAL] This email originated from

outside your organization

Hey Pat,

| have attached the financial documents for our
upcoming project.

We're finalizing the start date and | will be sure to let

Mimecast Email Warning

Document for Upcoming Project

Andrews, Alex
To: You, Robert Evans, Mary Hughes, ...

This message is suspicious
+ It's their first message to your organization
* Similar name to someone you've contacted

Ref age | Mark as Safe Powered by Mimecast

Hey Pat,

| have attached the financial documents for our
upcoming project.

We're finalizing the start date and I will be sure to let

mimecast
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Clear message preview in native 10S mail

Document for Upcoming Project
Andrews, Alex
Hey Pat, | have attached the financial documents

for our upcoming project.

©2022 Mimecast. All Rights Reserved.

Apr 4

Document for Upcoming Project

Andrews, Alex

This message is suspicious
*+ It's their first message to your organization
* Similar name to someone you've contacted

Mark as Safe Powered by Mimecast

Hey Pat,

| have attached the financial documents for our
upcoming project.

We're finalizing the start date and | will be sure to let
you know when my team is ready.

mimecast
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Reset Outlook Password
Report this Email or Mark as Safe

MS-OFFICE Postmaster What would you like to report for this sender

To: You

Sender fake@phisher.com

This message could be suspicious Reporter pat.jones@corporation.com

Rea I-ti me Iea rn i ng + Domain was created recently.

+ This is their first email to your company. e
Report or Mark as Safe Powaerad by Mimecast Hide warnings for this sender

Reset your Office 365 Password

You have requested to reset your password. Spam
| don't want to see these emails

Reset vour password here:

©2022 Mimecast. All Rights Reserved. mimecast | 22




Retroactive warnings

©2022 Mimecast. All Rights Reserved.

Reset Outlook Password

MS-OFFICE Postmaster
To:You
© This message is dangerous
* The sender was marked as dangerous

+ Do nat click any links or respond

Powered by Mimecast

Reset your Office 365 Password

You have requested to reset your password.

Reset your password here: Reset Password

mimecast
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This message needs your attention
* No employee in your company has ever replied to this person.
» Someone new is included on this email.

Repart ar Mark Safe Powered by Mimecast

This message could be suspicious
» Similar name as someone in your company.
» The sender's email address couldn't be verified.

Feport or Mark Safe Powered by Mimecast

This message is suspicious
 Domain was created recently.
» This person's address has obscure characters.

Report or Mark Safe Fowered by Mimecast

This message is dangerous

= This IP address was marked as dangerous. Do not click any
links or respond.

» This domain was marked as dangerous. Do not click any links
or respond.

Report ar Mark Safe Powered by Mimecast




Preventing
sophisticated,
targeted phishing
attacks is a significant
challenge

RECONNAISSANCE

rackers are embedded in emails

File Message  Help Mimecast Q Tellme
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Pixel Tracking

Jim Smith

To © John Doe None

HiJohn

Just wanted to let you know about a few new processes that we are putting in o

Lorem ipsum dolor sit amet, consectetuer adipisding elit. Maecenss por
massa. Fusce posuere, magna sed pulvinar ultricies, purus lectus maleg

amet commedo magna eros quis urna. Nunc viverra imperdiet enim

Vivamus a tellus. Pellentesgue habitant morbi tristiou
fames ac turpis egestas. Proin pharetra nonummy pede.
Torem.

Best regards

Jim Smith

CEQ
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What is revealed...from just opening an email?

TRACKING DETAILS

Opened To: webmaster@example.gov

Shown 4-Feb-05 at 16:18:28pm (CST +11:00) - 2min5secs after sending From: drakecn@yahoo.com
Location Woashington, District of Columbia, United States (86% likelihood) Subject:  Great tracking service!
Opened on relay2.cia.gov (198.81.129.194.58140), (203.217.18.9:9033) Senton: 4-Feb-05 at 16;16;23pm'Central US time

Device used by recipient: Moz/4.0 (MSIE 7.0; WIinNT 6.1; WOWé4; Trident/7.0; 1st open: 4-Feb-05 at 16:18:28pm +11:00
fingerprint SLCC2; NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR

3.0.30729; .NET4.0C; .NET4.0E; InfoPath.3; whx1.0.0; Microsoft Outlook

14.0.7194; ms office; MSOffice 14)

Accepts Files browser can open: i/png, */*,q=0.5

Forwarded/opened on different computer

Shown 4-Febh-05 at 16:21:09pm (CST +11:00) - 4mindésecs after sending

(86%) Washington, District of Columbia,
Location Sydney, Australia (86% likelihood) United States

©2022 Mimecast. All Rights Reserved. mimecast



Preventing
sophisticated,
targeted phishing
attacks is a significant
challenge

X

WEAPONIZATION

A social engineering attack is
crafted

']‘ \L = Urgent invoice to pay...

File  Message Insert Options Format T Review Help Mimecas Q@ Tellme

m-= /B S % > 8 8B M

] L

Urgent invoice to pay

_ R E Y N e
Susan 5m th‘ il B
To Jlohn Doe Mone

Hi lohn

Sorry to drop this on you when you are travelling (how is San Francisco?) but
the UK office has closed for the weekend and | have an urgent invoice that
needs paying before a contractor will complete a job tomorrow.

Can you arrange for £5000 to be paid to Acme Heating and Lighting.
Account number: 12345678
Sort code: 010203

Thanks
Sue
Susan Smith, CEO




Provides visibility of targeted users

©2022 Mimecast. All Rights Reserved.

mimecast Messagecontrol
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Cyber Graph

- Kontaktwarnungen bei Emails

- User-Awareness durch standige Prasenz
- Ersatz fUr statische Disclaimer

- Interaktion durch Benutzer

- Infos Uber bosartige Mails kommen schnell in die
breite Masse

- Dynamisches Entfernen von Trackern z.B.
(Tracking-Pixel)

- Misaddressed Email Protection




Kommunikation? Aber sicher!

We understand IT.
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